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The beginning:

• 2013/14 CRIMARIO Identification Phase

• 2014 CRIMARIO Formulation Phase / Results presented to the 
region in Abu Dhabi

• Jan 2015 CRIMARIO Implementation commences – 4 years

» Request for countries to assign designated focal points

• Dec 2015 Introduced concept of IORIS

» Expert working group / Mombasa / Joint CRIMARIO/APU
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Aim of Introducing IORIS

• To develop with the regional partners:

– A Maritime Information Sharing Network for the region with Incident 
Management capability which will be;

• Regionally Owned (membership defined by the region)

• Regionally Managed

• Regionally Located 
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Consultation

• Consultation with regional stakeholders through 
CRIMARIO focal points designated by countries

• Developed Technical specifications shared with 
stakeholders for feedback

2016 – IORIS Technical Consultation
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Tender

2017 – Legal process for Tender

– Early 2017 – Launched Part 1 Tender
• Open Tender – Distributed to regional contact points 

and TED (EU Tenders Electronic Daily) website.

– March – July 2017
• Tender contract validated by Expertise France Legal

• Ownership – Licensing – IP (Intellectual Property)
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Tender

• August 2017 – Launched Part 2 Tender 
• Polymorph Ltd. Selected – Contract signed 

October 17

• Consultation Meeting with Polymorph in 
Seychelles Nov 17

• Phase I Development Commenced end 
Nov 17
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Key Objectives:

1. Real time communications tool

2. Primarily Regional, also with National capability

3. Secure/encrypted environment to communicate and 
share information/data.

4. Build trust and confidence.

5. Future interoperability – RMIFC/CRFIM Fusion 
Module

IORIS
Indian Ocean Regional Information Sharing & Incident Management Network
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IORIS - Multiple Collaboration Pages

• IORIS - Multiple collaboration pages

• Regional Centres RCOC/CRCO and RMIFC/CRFIM dedicated pages

• Each country can create private National page (optional)

• Unlimited pages created as required for incidents or collaboration

• Collaboration page is secure and accessible only by permissions or 
invitation. 

RMIFC – REGIONAL MARITIME 
INFORMATION FUSTION
CENTER
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Incident management

• New 
collaboration 
area for 
incidents

• Incident 
reports and 
follow up 
reports 
logging

• Associating files/documents/images with a specific incident

• Information can be automatically used when creating reports
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Group chat / Presence Awareness

• Real time Group chat
– Public within IORIS / Private

• Map coordinates linked to
mapping function

• User Presence Awareness
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Mapping

• Plot incidents / Polygons

• Filter by date

• Range

• Overlays (Nautical Charts)

• Import / Export



Funded by Implemented by 

File sharing

• Upload images, word 
documents, PDF’s etc.
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Low Bandwidth and Training Platform

• A low Bandwidth version will also be 
developed with essential functionality only for:
• Mobile users / Vessels / Slow internet

• Duplicate Training Platform
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Security

• End to end encryption of all page content 
over the wire

• Username and password for all users

• Optional two-factor authentication
– To authenticate mobile users for example

• IP Restriction – white list of allowable IP 
addresses for an account

• Ability to store and share encrypted 
documents using industry standard ASES256 
encryption
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Two-factor authentication

Username / password AND a secondary device confirmation
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Optional Encrypted file sharing

• Files are stored on the system and 
encrypted using a password

• The user who encrypted the file 
and who knows the password can:
– Send a link to the file and
– Separately send (via SMS or email) 

the password so the file can be un-
encrypted
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Server Location/Security/Penetration Testing

New Microsoft Azure Cloud Hosting 
Facility will come online in South 
Africa in 2018

©Microsoft Corporation

• Full security penetration test will be conducted by 3rd Party Security Company.
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Accounting / Auditing / Support

• System activity (including who accessed activity log)

• Administrators can set alarms for particular activities, or 
combination of activities

– Some alarms will already be set within the system such as, 
i.e. failed login

• Azure ‘insights’ monitoring - comprehensive analytics and 
error logs

• 24/7/365 Support
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Keep it secure but practical……
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Licensing and Intellectual Property

• IORIS includes:

• A perpetual usage license with no ongoing fees

• A copy of the software / source code

• Rights to modify the source code.

• Intellectual rights for the core software and initial development will 
remain with the developer

• Intellectual rights for future developments shall remain with the Customer 
/ License Holder
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Cost and Sustainability

• Long term sustainability essential
– Maximum upfront costs supported by CRIMARIO

• Software Development
• Lifetime Licenses (IORIS / Mapping*)
• Phase II Development 2018 (Possible development 2019)
• Maintenance/support/hosting until April 2020

– Minimise future costs (maintenance, support, hosting)
• Estimated €25’000 - €40’000 per annum

*Mapping license up to 1000 users
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Training

• Training

– All Users and Administrators

– Commencing in April 2018 with TtT in Seychelles
• 3 Days up to 10 people

– Training programme will continue thereafter for each country in 
both English and French supported by CRIMARIO
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Implementation timeline

• Phase I in development now

• January – March 2018
– Testing

– Penetration tests and rectification

• April 2018
– Train the trainer

– Software Acceptance Tests

– Operational
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Future Development

• Phase II -2018

– After feedback and lessons learned from Phase I

• Phase III – 2019 (To be confirmed)

– subject to project extension and available funds.
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CRIMARIO Secure Web Forum

www.crimario.eu
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Any Questions ?

David Nattrass

dave.nattrass@crimario.eu

mailto:dave.Nattrass@crimario.eu
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